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Keeping Schools
Sate & Secured

['rom network cameras, smart cards, biometric readers to computer-managed
locks, many schools are using a variety of different security technologies to help
them operate campuses more efficiently and provide the school members a sale

learning environment.

A School with Special Needs

Wiaimuokoia Residential school, situated in Auckland, New
Leatand, 15 a specialist school Tor children who display signil
want hehavioral, social, emational and learning problems. With
restdential and school facihnes w accommodate up o 44 pupils,
aged 7-13. the school endeavors o provide a sale and secure
crviromment lor s students and teachers, security cameras are
central 1o this. With students exh ihiting hehavioral and social
problems, there have been occasional incidents of children
wanelering from their residences. Security camenes were also relied
upen if allegations of misconduct arose and momnored the school's
lacilinies, such as parking lots and playverounds, rom being used by
the geoeral publc withoul permission. Waimokoia School needed
to bring greaner safery io children with special needs.

N securily cameras were located on Waimokoia School's
premises. two cameras in each ol its three residences and three

otitcdoors. These vansmitied sudio and video data via a coax cahle

WSUBNMITTED BY ANIS, HIDL INGERSOLL RAND AN SCHLAGE
o a video recorder though an analog svslem. A TV acreen locatd
i the office ol cach residence relaved hack images 10 a supervisar
All the images Ted hack mio a main system Analog was the means
ol aperations for the cameras for over 12 vears, and, acconding o
Wheri Harris, Direcior of Residential Services, the outdated SySEm
was quickly deteriorating, “The need lor Wb imeegranon through
digital vidleo revurding For secunty was evident, hmages were black
ancl white, and--a times—harely visible. There was no capabiti
lor staleeholders 1o view video data remetely, and the school’s
networking resoumces could not cope with converung the analog
dhana o cigital " said Harris,

Viewing activity ar night through the cameras was COmpnm-
mii=ed Iy the degrading prewsre clanine of the analog cameras. Sl
members were onlv able 10 view images from the two camers
specifie o their residences ar a given dme. Thene wene no security
cameras m o school rooms and the werestion room--areas idenified
as where incidences were more likely 1o cocur and rthe curren
cameras have no Hexthility w view wider areas reguired or be eastly
trameferred o dilferent Jocations,

With all mrages stored oo hard tapes, sialf faced the laboriogs
task of manually racking through video footage lor partcular
Foerage. It also had repercussions as 10 how last the school could
respond 1o an incident and report beck on i oois stakeholders
Wamokon School s required o archive eighe years of footage o
part ol s compliance o its governing body This resulted inan
entire rocm being dedicated 1o storage of viden tapes. Moreover, the
analog video recording syszem recquired daily manual changeovers
of tapes
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IP Cameras Help to Pay Extra Attention

O the recommendation of IT consubam Passiond T, Waumokoia
Schoen] installed 18 Axis network cameras distobuted by LANI
Fleven lixed network cameras have been placed mside the school,
eme i each classroom and hallway AN the analog cameras omdoors
and in each residence have been |'|'|'.~].1:'i'<| with PTZ netwaork
comeras, Two wirsless network cameras have also been installed,
one in the school's receplion arca and the other in s recreation
roorm, The Axis network cameras stream live video 1ooan Tnsie PC,
which serves as o high qualiy server. The deskiop holds 50 days of
dara and has a 300-GE hard drive for the video data and an B0-GE
harl dove for the operating system.

By using existing networking cables, there was no additional
expenditre requined on cabling inlrastructure, Additional saviongs
Lo the schocl are from the supply of power being conducied
through Poser over Ethermet (Pok) The video nerwork also muns
over the school's voice network minimizing any impacl on the
school's bandwidth needs. According to Passionl T, Waimobkoia
School Bad projecied i wouhd ke one vear w implement the entine
solution--it was completed wathin a few davs once a viral privae
nerwork was sel up for the school. The retum on invesmment by
the school was realized within a few months, with an estimated
L5533 710 allocated o the project to date.

Witl adjustable settings thar allow night tme saeveillanee, the
school has installed two additional PTZ network cameras for siafl
security in parking lois, Dhring a shifi change, saff can clearly view
the parlang lots at might from the residence’s cameras. Staff can
ness Jocate a video sequence within seconds by simply searching
by e anad time on the PC, The camenss continue 1o recond as
lootaze 15 bene reviewed. The abiliy o view umages o real ume

Biometric sand readers misvimie Sludests’ abilties o trandes M for admion inbo the recrestional facltes

00

b allowed the Directors o follow up ssues and personnel queres
immediaely "As an incident 5 ocomming, stalf can view live bow
it is heing handled, which aids them in their learning development
al the school," said arns. Digital video clips can be casily emalad
of translerred 1w CDs and sent o eachers 1o assess and vse s
trsining ool

The school has moved 1s enore 1D infrassrucnore into a dedicased
sepver room, Dimeal video recordings are oansferred auomanalh
om 1o a CI and the sworage space reguired becomes minmal. *4s
the system provider conunually wpdates our camers software, the
school’s security setwork s lutere-prool and allows us 1w carmy ol
upgrade withour any downtme in operations for the saff)" sid
Seolt Palmer, Director for Passiond T In 2006, plans are oanderway
tex allivwr paremis, murclians and Directors o connect o the comers
sy 1hiey can aceess activity m a classroom or an evening progim,
With this remote monioring, Waimokoin can provide convenience
andd lurther improve s services o wsers. Addinonatby the ourdoar
cameras may he miegrated with rthe security monioring compeny
the school uses The proposed integration allows the security
company 1o scoess certain outdoor cameras oo their own netwerk
in response e an afm being riggend

University Demands Campus-wide Security

Anzona Stae Lniversity (ASLL s one of the premier metropalitn
public research universities in the 1S Eneolling more than 57,000
undergraduate, graduate, and prodessional students on three
campuses i metropolitan Pheenis, meluding the historic main
campus in lempe, ASL maintains a readition of academic excellence
in core disciplines, and has become an important global center for
innorarive interchsciplinary teachimg and research

Since 1997, ASL's identilicationfaccess "Sun Card" svstem
had provided soudents with meal plan, debi, and door access,
Heightened security concemns led ASUD o re-examine the univer-
SiV's campus securily requirements and identity a product that
wounld provide state of the art access control technology, The
previons Sun Cord system was based on magnene stripe canls
and readers, which were hunctional but offered limaed Oesibiliy
w adapt w fure wchnologies such as biometric identificarion
The ideal solurion would be an advanced contactless smant cand
that could integrae a mulitde of new idendtication technologies
and applications, a5 well as magnetic stripes for use with existing
vezders o cannpus, The cards need w be custom-printed and have o
streamlingd, stuly design eosuring the durahility of the single-issue
card throwghout muluple vears of comstan use during a students
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Card System Expands Security

The university evaluated dillerent smari card svstems fora
centralized campus-wide access comrol solution Tor doors,
baildings, and deparimenis thar could be integrated with other
smart card applicanions. A leading end-to-end security solutions
integrator hased m Phoenix, Arizona, was selecled w implemen:
the access contral system. The school incorporated HID's 1350
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MHz resdfwrie contactless rechnology Tor is feamre thar enhanees
tradiional REID contactless technal
mniual authentication, and secure reading and writing
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daia storag
of data. Furthermore, the card = able o mrosw with e university's
access control system and add holograms, magnetic siripes,
bicnmetrics and digital centificates

The new contactless card enables higher securiry than was
previcusly available wsing the magneric siripe card. enabling ASL
T ll‘l-i SYSICIm '-u||'lwur1_' 1 .d[':r‘l'l WE Or dl}“'l'l'!.' ACCERS O ANy |_'||"‘||'I'|
at gny ime. Penmeter doors were brought online with mullion
monmted eaders. 1o meet ADA reguirements, a reader is ted into o
o aperator and allows entry alter a bardwired bution is pressed
anel the valid card is presented. The systen's muteal authenocation
technology enswres that readers and cards are programmed o
comanunicte prcr b the reader sending any signal 1o the pane]
This same authentication will acenr any time when the card is vsed
tor IT security or other on-campus applicatiens. In addition, the
card offers tmigque tme zone and access level configurtions not
previcushy available, For example. labs may schedule access levels
s that stielents can gain entrance o labs ondy av their appointed
LTS,

The ASU Sun Card, a 16-ba compesite contactless sman card
with a magnetic stipe. is printed with the student's photo along
with the ASL logo. The 35-bit cand format was developed specili-
cally lor ASL and lamishes over coe million plus individizal cand
numbers within the assigned formar, The assigned numbers are
tracked during the manutacturing process 1o ensure that cand
numhers are never duplicated. The new system allows students
o have a single, universal cand 10 use throsghow the university s
premises. The vnmversity plans 1o ssue over 40000 student and sall
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Biometrics—-a Handy Way to Save Money
University of Georgia-Athens Campus

Managing food services for tee 30,000 students and 8,000 Gculey
and stall an the University can be o big business, By implemenung
o biemetne recogninon system o prevent [rud, the school saves
a sigrlicant amount o food costs and consequently improves is
profies, The biomernce hand reader verifies that only peaple whao
wve paed et the tood, thus helping veduce the number of incicdents
on Trawel and abuse of the meal plans, Stodents have two choices
when they dine at the student restaurant. Thev can 1ake their
studem 10 card, which has their student 1D nomber encoded on a
ragnetic steipe, swipe it in e reader, then place their hamd on the
recher which recogmizes their hand. They can also punch i their
stucdent 11D mumber on rthe kevpad and then place their hand w be
seanned, without bothering o carmy their 1D cards wath them.

San Diego State University

The problem of TD swuching s widespread among the uses of
recreational facilities on campus, With the implementation of a
biomerric hand reader, the siaff ar the  university 15 now able 10
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ensure that only those ehgible gan accesses. To enter the schoel
recreational tacilities, a student simply punches one's unigue 10
mwmber on the wesders keypad and presents one's hand, The hand
reacler minomizes students' abilities 1o ransfer 1% Tor admitance
intor the: facilities, 1t also allows the facibty 1o provide better services
becanse student members no lomger need to bring 1D cards, In
adidition, the need of statting exa personned 10 check carls at the
eniry 1s eliminated

Johnson & Wales University

Stischents @t Johinson & Wales University in Denver use hiometric
hand readers 10 comrol access o their dorms, Students EMETINg
the dormm slide their hands onto the hand reader and. i less than
a second, the door opens and they enter the dorm. To masimize
security, students again are required v slide ther bonds onwe the
hand reader as they arvive oo their personal door [nthe funre,
e students will also use the hcmetric readers to eneer a 24-hour
compuder lah, obain meals, check ou library books, access the
athletic fields and ohram booksware charge backs.

The ometric technology validates people, not plastic, lo
authorization w o particelar facilivg, commented Lindsay Mogan,
Spekesperson lor the Universiy, " The problem with our fovmer
traional card swipe svstem is that studers lose 1D cands which
can be picked up by sirangers. posing a serions securine visk o o
students,” comtinued Morgan. "Using hand veaders elimimates the
adminismarive overhead of managing kevs and coards. In addinon
stuclents no longer need woworry abowt the fine they would have o
pav i they bost their keys."

Stand-akone mmputer-managed Incks provids an aud trad of 1,000 eves,



According e Morgan, several extra benelits can also be
reaped from the adopuon of bometne hand readers. Firsa ol all,
graniing and removing access o a faeiling fom a PO s efficient
s opposed o kaving 1w pur moa key request with g locksmith,
Secondly, management of building access is simplilied via the
software that controls who has access 1o a specilic lacility a a
spectfic e and can be removed imedianely: Lastly, the sclhuol
can generute reports on building access w better manage (he
securtly procedure. The adoption of the hiometric svstem has
sparked grear mteresrs from the studenis as they feel safer and
find 1t move convenient. The adoption will also ranslate inlo
mereased public conliderce, thus improving the school’s proli-
alaility in terms of student retention and recruument.

Lock up the Valuables

To secune buildings and prevent theli of supplies and expensve
mulnmedia equipment on campus, Salt Lake Comimuniny
College in Lhab has installed computer-managed locks in
buddings around campus. The stand-alone locking products
provide an aodin trail of the fass L0 evens, and Teanares foond
traditionally with online, nevworked systems. User-fmendly
soltware on a laptop or PDA programs the locks, access nims,
and offline hard-wived controllers, which manage strkes and
et New users, access points and access privileges can be
prograsmmed inre o lock inseconds. Users can select proximin.
magnetic siripe, PIN o =Buten credennals indivdually ar in
comhination. The comparer-manazed lock also provides an audi
wrail for dowsmload oma a laprop or PIA

"The locks were installed 1o secure a buildimg and, a: the same
e, give access o these awbhorized w enter,” said Campus
Locksmmith Sweve Hammann "Wee wanted e be able g ler people
i anel ot alter nermal hours, sur soll have anandir mail of
who has accessed a panicolar lock " Approximately 120 locks
have been mstalled at Sab Lake Commumzy College o secure
classroomis, the police station, custodial arcas and anthropology
lalss. Sinwe, people bave become aware hat therr movements
proviche an aucdic il which deters thefis.

The college also chose the locks hecanse they work with s
exisling magnetic swipe cards Stodents and fzeulee all carry
mualti-purpose idenutication cards that allow them o access
library seevices, meal plans and more, "o some of the more
sersitive arvas, one must use bot a code and a card swipe, b
atherwise, evervibung 1= swipe.” said Hamann, “We can also
progmam the locks for one-time use by a conractor, for seasonal
nse, of 1o limi aceess 1o bathrooms that are prone 1o heing
vandatized by local jumior high school students
imated or w0 cand s losy, the
school administrator can reprogram the locks immediately
deny aceess using a lock sofrware and a handheld PDAL Lasily
e computer-managed Tocks cost less thar a third of hardwired
lcks, swerving as 8 competnve advaniage for the costconacions
commumty collese L]

When laculty members ane e




