Product E_xploration

Smart Card Alliance:

RFID & Smart Cards

Many applications are using radio frequency (RE) chip technology to automati-

cally identify objects or people. These applications range from tracking animals and
tagging goods lor inventory control to enabling tast payment and securely identifying
people. While these applications all use radio waves to communicate information, the
RF-chip technology used for each is quite different.

FITY tags--simple, Iw-rose and
disposable -are being used 10
wlentady animals, track goods
opstically and replace printed
barcodes a1 retailers, REID rags include a
chip that typically stores a sane number
fann 170 and an antenna that enablis the

Comparison of RFID Tags vs. Contactless RF Smart Cards
High & WERFADTag Technology I Contactless RF Smart Carg Technology
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using the apprepriaie RE signal can gat
the RFID w10 communicale ils conients
Typical RFID 1ags can be easily read fom:
chstances of several cemtimerers o several
meters Lo allow easy tracking of goods, |
RFITY Lags hasve common characteristics,
weluchng the ellowing,

» Low-cost, high-volume manulacwring,
et minimize investment recuired in
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tratisac s, Contacr smart card rechmelogy
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Current and emerging applications using
contactless RF smart card technology
include transit-fare payment cards,
government and corporate identification
cards, clectromic passports and visas, and
contactless financial payment cards. The
contactless device includes a smart card
microcontroller with internal memonry
that has the unigue ability t store large
amounis ol data, perform complex
functions (lor example, encrvption or other
security [unctions) and weract intelligently
via RF with a contactless reader

Tvpical contactless RF sman card applica-
tiones requine that informarion stoved on the
contactless device is able 10 be read from
only a few centimeters {less than 10} to up
to one meter. Unlike RFID tags, contactless
RF smart cards support many security
leawures that ensure the integriny, conliden:
tiality and privacy of information stored o
wznsmitied, inchading the lollowing:
= Strong information secunty Information

stored on a contactless RF smart card

can be encrypred and communication
between the contactless RF smart card
and reader can be encryvpred w prevent
cavesdropping, Security technologies
may also be used w ensure information

gty
= Strong contactless device security: Like
contact sman cands, contactless RF sman
cand technology is extremely difficult 1o
duplicate or forge and has built-in tamper-
resisLance,
Mutual awthentication: The contactless
RF siman card can verily that the meader
is authemic and prove its own authen-
ticity 1o 1he reader before starung a secure
Iransaction
Authenticated and authorized
information access: The contactless RF
snart cand's ahility 10 process nlormtion
and react 1o its environment allows
it 1o ungquely provide authenticared
information access and protect the privacy
of personal information. The contactless
RF smant card can verify the authority ol
the informanion requestor and then allow
access (o only the information required.
Access 1o stored information can also be
further protecied by a personal identifi
cation number (PINY or biometric, such
s a lingerpring, (o protect privacy and
counter unauthorized access,

Different Requirements for
Different Applications

Applications olten have differing, require-

ments in use of RF technology, with
RFID-1ag and contaciless RF smart cand
technelogies providing very different
capabilities. The wable below summarizes
the types of technologies used in some key
applications and levels of securnty that are
typrcally implemented.

It is important to note, however, that
information privacy and security must
be designed into an application ar the
system level by the organization issuing
the contactless smart card or RFID device.
It is critical that issuing organizations
have the appropriate policies in place to
support security and privacy needed by
the application and then implement the
appropriate technology thar delivers those
leatures,

Contactless RE smant card technology
is an excellent privacy-enabling solution
for applications that must protect personal
informatien and ensure that communi-
cation with the contactless device is secure,
The comactless RF smart card's on-chip
intelligence unicuely enables systems that
use it 1o comply with strong privacy and
security guidelines, as well as delivering
speed and convenience of contaciless
COMUUICHion ]

Comparison of Applications Using RFID Tags versus Contactless RF Smart Cards
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